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In the past, it was only the very large logistics operators that could manage global supply chains.
They had the necessary asset base, geographic scope and the workforce required to operate at
scale. They also had sophisticated and very expensive, custom technology platforms to ensure
efficient operations. It was a scenario where it was impossible for small companies to compete, but
as technology has evolved, cracks and disconnects are appearing in these rigid and inflexible
operating models.
Consequently, there are large numbers of logistics start-ups that have developed solutions exploiting
these cracks and disconnects in existing logistics processes. While many of these companies may
misunderstand, or misjudge, the interconnected nature of many supply chain operations, they
highlight how quickly new software solutions can be delivered at low cost. This hands considerable
advantage to companies able to leverage smart people, operational experience and expertise, with
flexible software tools and services.
But who are these companies likely to be? Technology titans, supply chain consultants, or dedicated
offshoots of existing logistics players?
Actually, it could be any of these, or perhaps a combination of them. As an example, many years ago
a global consulting firm began operating warehouses in Spain so that they could understand and
rethink the classic operating models for storage and distribution. This was an early illustration that
organisations other than traditional operators could enter the market, as long as they were bringing
new ideas.
One of the greatest challenges large, established, logistics service providers face, is how quickly
they can adapt to changing market conditions. They have proved to be capable at adapting to
markets that evolve, but markets that suffer seismic shifts are very difficult to deal with.
Unfortunately, as we have seen over the past few years, major market segments are undergoing
significant changes and some may prove to be existential. These changes have been driven by
either consumer sentiment, technology transformation or geopolitical realities.
It is almost impossible to respond to many of these events quickly, if the underlying business is
locked into long term agreements for property, transportation services and employment. The
situation can turn into an inescapable spiral of decline, if competitors unencumbered by these
constraints can provide the required solutions, removing the revenue streams that supported the
established business that they have just displaced.
For years logistics companies have sought client contracts that closely match their asset base,
capabilities and expensive operating models. It is also true that if the client requirement didn’t
precisely match the logistics service providers solution, they would be coerced into thinking their
requirement was the problem. This is a scenario similar to the proverb “if your only tool is a hammer,
every problem will look like a nail”. But it always resulted in a suboptimal outcome for both parties;
the client never quite getting the operational efficiencies and cost reductions they expected and the
service provider fearful of the next contract review highlighting that fact, leaving them open to
competitors.
It is reasonable to assume that as the global economy is transformed by technology and new
manufacturing models, the successful companies in those sectors will be looking for logistics
partners that are focussed on supporting their needs and not feeding an established asset base. So
these are the entities we believe will thrive as the Cyber 4PLs.
They will be a combination of domain knowledge and market expertise, adaptable technology
platforms, systems integration specialists, data analytics, advanced manufacturing capabilities and
the ability to deliver these services to customers anywhere. A majority of their costs will be expended
on people and expertise, with the major assets being intellectual property and software algorithms.
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This is why we suggested earlier that they are more likely to emerge from the technology and/or
consulting sectors. Established logistics players are unlikely to be able to restructure themselves
into such entities due to internal challenges, but they may be able to do so through either a totally
independent spinoff or a partnership with a startup by providing money and arms length expertise,
but no reporting lines.
The Covid-19 Pandemic has completely disrupted the global economy. Supply chains have either
been reshaped or, in some cases, been completely shut down in response to government
‘lockdowns’ and work from home orders. Logistics managers in many countries have never been
confronted by such a dramatic change in the operating environment and have struggled to cope. In
a globalised world, this has highlighted the fragility of extended supply chains. It also illustrates the
requirement for agility and adaptability across the manufacturing and logistics spectrum.
While many national logistics operations were able to continue to operate a reasonable level of
service and fulfilment, e.g. Supermarkets, express delivery services, etc. many established logistics
services providers have struggled. As was mentioned in our original piece, operations designed
around physical fixed assets and rigid operational processes that take time to reconfigure, were
unable to maintain acceptable levels of service, made particularly difficult when having to conform
to social distancing rules.
The essence of a 4PL is the integration of technology, resources and capabilities focussed on
meeting the customer requirement for their supply chain operations. Ideally it should deliver a step
change in operational performance at an acceptable cost. However, unlike the usual relationships
with 3PL’s or Forwarders, which revolve around specific contracts or transactions between the
parties, working with a 4PL is a much closer partnership involving high degrees of trust and
information sharing. The success of any such relationship must be the consistent delivery of value
for the client across their entire supply chain. As has been said many times, this is not about Trucks
and Sheds.
Looking inside a Cyber 4PL
To look inside the structure and operation of a 4PL today would be to observe an organisation
structured almost entirely around data - hence the term ‘Cyber’. How that data is captured,
validated, qualified and utilised. There would be a platform of software applications using the data
to support the decisions of the operations management team and then directing the flow and
utilisation of any assets required to support the supply chain operations in real time. The platform
would be constantly receiving updates from across every aspect of the operational spectrum and
triggering alarms and alerts for anything deviating from the expected process. The platform would
also be consistently evaluating every new piece of data received and re-evaluating the conclusions
and subsequent instructions if the data says so.
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This capability is often referred to as a ‘Control Tower’, but very few exist worthy of the name. Many
are essentially transportation management systems with a pro-active event management capability
bolted on top. Very useful, but not capable of supporting other aspects of operations such as
procurement, manufacturing, inventory management, etc.
The existing systems that ingest and respond to constant streams of data are driven by the advanced
algorithms found in machine learning and artificial intelligence systems. The best are constantly
learning from each new piece of data from the real world they get. Amazon’s Alexa, and some
aspects of Apple technologies are probably the most common illustrations of this capability. These
and similar systems are now being made available as ‘services’ that can be rented and accessed via
standard system interfaces. In many respects this describes a technology development company
rather than a logistics business. But there are also distinct differences, which brings us onto the
human aspects of a Cyber 4PL.
As we continue our tour inside a Cyber 4PL, we will see the that workforce comprises a large number
of technology specialists, business systems analysts, data architects, and systems integration
engineers. There will also be managers specialising in procurement, supply chain and logistics
network design, industrial engineering, etc., all with years of experience gained from working inside
large scale logistics operations. For the supply chains they are managing, they will be constantly
evaluating and buying the services of 3PL’s, carriers, forwarders, etc.
As the present pandemic has illustrated, it is possible for companies to function as a distributed
organisation and 4PL’s will exploit the advantages of this model. They will be managing a bend of
fixed assets, warehouses, DC’s, Manufacturing sites, etc., but many of the staff will work from
wherever they choose according to lifestyle, skillset and timezone preferences. They will cluster
together where necessary, travelling as demanded, but always available and always connected to
serve the client.
The sales and business development teams will be engaged in understanding the supply chain of the
client, often through a lengthy dialogue akin to a consulting session(s), but the difference being that
the 4PL team are willingly sharing experiences and ideas they have from elsewhere (anonymised of
course). This is how trust is established by both sides. This is more like the role of a consulting
practice, so the Cyber 4PL is really a hybrid of both.
It is clear that the likely client base will comprise companies operating the largest supply chains, or
those having to reset in the face of a fundamental restructuring of their industry (e.g. retail,
automotive, oil & gas, etc). But with technology reshaping every aspect of the world, companies will
probably be able to access some of the capabilities of a 4PL either as a buyer or a supplier through
various web services.
Building and blending such teams is both very expensive and time consuming. Attempting to do so
inside an existing logistics organisation is challenging and may be impossible, so will probably need
to be done either via an independent subsidiary, or a completely new enterprise. As 4PL’s emerge
more generally, they may be considered a threat to many of the established players providing ‘Trucks
and Sheds’ relabelled as logistics service providers. Those providers are essentially reselling
floorspace and transport capacity as a commodity in an increasingly competitive market, with ever
decreasing margins. It’s really their own business model and market conditions rather than a 4PL that
is the threat. They need to move up the value chain and work out how they can differentiate
themselves and develop partnerships with companies who can help them to better utilise their
expertise and asset base as part of different operating models.
Cyber 4PL’s will operate at the heart of numerous supply chain networks. They will be the conductors
choreographing the operations and performance of their clients value chains. These networks will be
a combination of the virtual and the physical and, similar to the many biological ecosystems,
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constantly in motion, constantly learning and constantly evolving.
All of this may seem fantastical but as a reference point, consider this. In 1995 a small team
assembled the people and capabilities to do much of this and in the process, it grew from a tiny
base, into a billion dollar operation spanning the globe. I know this because I was part of that team
and we had to invent some of the technology we used then (now commonplace) and innovated in a
number of operational areas. So it can be done.

5

About Ti
About Ti
Ti is a leading UK-headquartered logistics and supply chain market research and analysis company
providing:

•
•
•
•

Supply Chain and Logistics Market Research Reports
Global Supply Chain Intelligence (GSCi) online knowledge platform
Consulting and Market Research projects
Training, Conferences and Webinars.

Ti has acted as advisors to the World Economic Forum, World Bank, UN and European Commission as well
as providing expert analysis to the world’s leading manufacturers, retailers, banks, consultancies, shipping
lines and logistics providers.
Expertise includes:
• Analysis of the corporate strategies of leading express, freight forwarding and logistics companies.
• Global usage and perception studies of shipper and logistics provider behaviour.
• Micro-economic analysis of key logistics segments: express, freight forwarding, road freight, contract
logistics, warehousing, air cargo, shipping and e-commerce logistics.
• Analysis of supply chain strategies employed in industry vertical sectors: pharmaceutical, fashion, high
tech, oil and gas, chemical, cold chain, automotive and retail.
• Market sizing and forecasts of key logistics segments.
• Intelligence on emerging markets logistics sectors in Asia, Africa, Latin America, Eastern Europe and
Middle East.
What Sets Ti apart?

•
•
•
•
•
•

Led by leading industry experienced experts
Globally recognised and trusted brand
Global Associate Network provides a multi-country, multi-disciplinary and multi-lingual extension to Ti’s inhouse capabilities
More than fifteen years of knowledge delivery to global manufacturers, retailers, banks, consultancies,
shipping lines and logistics providers
Unique web-based intelligence portals
On-going and comprehensive programmes of primary and secondary research
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